FortiGate Configuration
(Mini DC Project)

Public User

_________________________




Job Requirements

Customer have 1 Dell server, 1 Cisco Catalyst Switch, 1 FortiGate 200F Firewall.
Customer want to use Secure LAN network for Internet Access and also want to public their
private web-Server.

Service Component

Management Configuration
Interface & Basic Configuration
LACP

NAT Policy

Port Forwarding

Logging

Service Testing
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IP Address List
No | Zone Name IP Address Gateway Remark
1 WAN 203.99.88.100/24 203.99.88.2
2 Mgmt 192.168.1.99/24
3 LACP Port 3-4
4 Service 172.16.0.1/24 172.16.0.1 VLAN
5 Web-Server 172.16.0.10/24 172.16.0.1
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1. Initial Configuration

» Connect to “MGMT” interface
» Set IP Address “ 192.168.1.100/24 ” on management PC




Manual Configuration [

FortiGate-VM64-KVM # config system interface
FortiGate-VM64-KVM (interface) # edit portl
FortiGate-VM64-KVM (portl) # set mode static

FortiGate-VM64-KVM (portl) # set ip 192.168.1.99/24

FortiGate-VM64-KVM (portl) # set allowaccess https http ping ssh

FortiGate-VM64-KVM (portl) # end

FortiGate-VM64-KVM #




2. Login to “FortiGate “

» browse https://192.168.1.99
» Username “ admin” Password “no password”

O 8 192.168.1.99/ng/interface

@ Dashboard

FortiGate VM64-KVM 1 3
4 Network [ #
Interfaces m I I I E' L
2 2 4
DNS S—
Packet Capture + CreateNew~ || #* Edit  TiDelete PP Integrate Interface Search
SD-WAN Type = Members & IP/Netmask = Administrative Access

Static Routes

Policy Routes

Routing Objects

[E e 802.3ad Aggregate €@

Je fortilink

de 802.3ad Aggregate

[E] # Physical Interface @

[® portl

M Physical Interface

Dedicated to FortiSwitch PING

Security Fabric Connection

192.168.1.99/255.255.255.0

HTTPS
SSH
Multicast
) [HTTP|
Polic Objects
[ port2 ™ Physical Interface 0.0.0.0/0.0.0.0
Irity Profiles
B [ port3 [ Physical Interface 0.0.0.0/0.0.0.0
ort4 Physical Interface 0.0.0.0/00.0.0
User & Authentication B p i Phy
System
ecurity Fabric
Log & Report
F::RTINET 0 Security Rating Issues
3. Configure Interface
O] & 192:168.1.99 /d & 9 ® 8 =
> @+ L2~ z admin
@ Dashboard | + Add Widget
Status
System Information i+ | Licenses® IRl Virtual Machine [l | FortiGate Cloud iv
Hostname FW-01 © FortiCare Support A FGVMEV Lice Status @ Not Supported
Serial Number - FGVMEVVG5DS-GY4A @ Firmware & General Updates Allocated vCPUs 1/1
s RO o b
Mod NAT © AntiVirus Allocated RAM 997 MiB/2GiB
1Time  2024/05/18 11:45:19 49%
© WebFiltering
Uptim 00:00:04:38 R .
FortiToken 0/0 | AutoScaling © Disabled
WAN IP Unknown
© Unable to connect to FortiGuard servers.
Security Fabric i+ || Administrators i~ |CPU 1minute~ &~
s BEx® g © Console @ HTTP @ Fortiexplorer 1001
admin super_admin 75%
50%
= FW-01 25%
11:44:22 Teaam | iveads Tra4ss | 104504
Connection is disabled. rrentu 2%

Ly A——



Dashboard Edit Interface

R 192.168.1.99/ng/interface/edit/port2

< Network

Name O B _port2
Interfaces

Alias WAN
DNS Type ™ Physical Interface
Packet Capture VRFID @ o s
SD-WAN Role © WAN -
Static Routes Estimated bandwidth % 0 <
Policy Routes 0 o}
RIP
OSPF Address
BGP Addressing mode m DHCP | Auto-managed by FortilPAM
Routing Objects IP/Netmask 203.99.88.100/24

Multicast

Administrative Access

Security Profiles

kbps Upstream

kbps Downstream

Secondary IP address C

VPN IPv4 O HTTPS
O ssH

User & Authentication Security Fabric
[ RADIUS Accounting (] Y

System

Security Fabric Receive LLDP €
Log & Report
Traffic Shaping

F::RATINET

Interface Ready For “ WAN”

Connection €

Use VDOM Setting [[EIE0M Disable

Transmit LLDP € [UESAVInle VST 4dl -8l Enable = Disable

O & 192.168.1.99/ng/interface

@ Dashboard
& Network

Interfaces

DNS

Packet Capture
SD-WAN

Static Routes

iii FortiGate VMé4-KVM 1 3
e [
1l =
2 4
+ CreateNew~ | & Edit W Delete Integrate Interface
Name ¢ Type & Members

[E] 8e 802.3ad Aggregate @

Policy Routes
Je fortilink

RIP

Je 802.3ad Aggregate

[E ® Physical Interface €

BGP i portl
Routing Obj
Multicast

Policy & Objects

[ Physical Interface

[ Physical Interface
™ Physical Interface

Search

O FMG-Access
O FT™M

IP/Netmask &

Dedicated to FortiSwitch

192.168.1.99/255.255.255.0

0.0.0.0/0.0.00
0.0.0.0/0.0.0.0

FortiGate
& FW-t

Status

Q@ Up

MAC addr
50:00:00:

Speed Tes

Execute

Additiona
@ API

S Refe
>_ Edit

@ Docur

& Onli
¢ Vide

Cancel

Administrative Access ¢

PING
Security Fabric Connection

HTTPS
SSH

M port3
Security Profiles

M port4
VPN

M WAN (port2)

User & Authentication

™ Physical Interface

203.99.88.100/255.255.255.0

PING I

System

ecurity Fabric

Log & Report

0 Security Rating Issues

F:=RTINET



4. Configure LAN interface

<« C O 8 192.168.1.99/ng/interface

[ Fw-01

@ Dashboard

£ FortiGate VM64-KVM 1 3
+ Network #
Interfaces I I I i
2 4
DNS
Packet Capture 4+ CreateNew~ | & [Ldit W Delete Integrate Interface Search
SD- Interface
SR Type & Members ¢ IP/Netmask < Administrative Access
Zone

Static Routes

Virtual Wire Pair regate @

e fortilink e 802.3ad Aggregate Dedicated to FortiSwitch PING
RIP Security Fabric Connection

OSPF [E] M Physical Interface @
BGP M portl

Policy Routes

[® Physical Interface 192.168.1.99/255.255.255.0

Routing Objects HTTPS
. SSH
Multicast
) [HTTPl
Policy & Obj
[ port3 [ Physical Interface 0.0.0.0/0.0.0.0
Security Profiles
i [ portd [ Physical Interface 0.0.0.0/0.0.0.0
. L [# WAN (port2) [ Physical Interface 203.99.88.100/255.255.255.0  PING
User & Authentication
System
Security Fabric
Log & Report
F::RTINET - 0 Security Rating Issues
13 . . A 29
Configure “Aggregate Interface
< o] O & 192.168.1.99/ng/interface/edit
& Dashboard New Interface
 Network
Name LACP
Interfaces
Alias
DNS
Type He 802.3ad Aggregate =—————————
Packet Capture .
VRFID © 0 <
SDROUAR Interface members % port3 3 M port4®  eeme—m— I
Static Routes +
Policy Routes Role © LAN -
Address
Addressing mode m DHCP | Auto-managed by FortilPAM
Routing Objects IP/Netmask 0.0.0.0/0.0.0.0
st Create address object matching subnet @
Policy & Ol Name & LACP address
i i 0.0.0.0/0.0.0.0
Security Profiles Destination
VR Secondary IP address @ ]
User & Authenticatic
Ser s Authentication Administrative Access
System
) ) ) 1Pv4 O HTTPS PING [ FMG-Access
Security Fabric O ssH ) SNMP O FT™

Log & Report

O Security Fabric
Connection €@

Receive LLDP © (SR ele] Vil Enable | Disable

- T

O RADIUS Accounting




“Aggreate” interface ready

<« < O B 192.168.1.99/ng/interface

FwW-01

Dashboard

FortiGate VM&4-KVM

1 3

Network [

Interfaces I l I LA
2 4

D

Packet Capture ‘ 4+ Create New~ ‘ & Edit W Delete Integrate Interface Search

SD-WAN Name = Type = Members IP/Netmask = Administrative Access =

Static Rout
He 802.3ad Aggregate €

e fortilink

Poli

e 802.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

3« LACP J= 802.3ad Aggregate ¥ port3

[# port4

0.0.0.0/0.0.0.0

Physical Interface &
192.168.1.99/255.255.255.0

™ portl

Physical Interface
HTTPS
SSH

[ WAN (port2) M Physical Interface 203.99.88.100/255.255.255.0 PING

O Security Rating Issues

5. Create VLAN for Service Network

< C QO & 192.168.1.99/ng/interface

Dashboard

£2% FortiGate VM64-KVM

13

Network [ [
Interfaces I I I )
2 4

DNS

Packet Capture + Create New~ & Edit W Delete Integrate Interface Search

oA Type = Members = IP/Netmask = Administrative Access

Zone

Virtual Wire Pair
e fortilink He 802.3ad Aggregate Dedicated to FortiSwitch PING

Security Fabric Connection

OSPF Je LACP fe 802.3ad Aggregate [ port3 0.0.0.0/0.0.0.0 PING

BGP [ port4

Routing Objects = # Physical Interface @

Multicast [ portl

Static Routes

Policy Routes

RIP

™ Physical Interface 192.168.1.99/255.255.255.0

Policy & C S HTTPS
SSH

Security Profiles [HTTP|

VPN # WAN (port2) [ Physical Interface 203.99.88.100/255.255.2550  PING

User & Authentication

System

Security Fabric

Log & Report

E O RTINET 0O Security Rating Issues



& Dashboard
< Network

Interfaces
DNS

Pac

SD-WAN
Static Routes
Policy Routes
RIP

QOSPF

BGP

Routin

Multi

Policy & Objects

Security Profiles

er & Authentication

O 8 192.168.1.99/ng/interface/edit

New Interface

Name Service

Alias

Type I8 VLAN +7
Interface g LACP -~
VLANID 10 <
VRFID @ o] <
Role @ LAN A
Address

Addressing mode
IP/Netmask

[GCLUEI DHCP | Auto-ma
172.16.0.1/24

Create address object matching subnet @O

Name

Destination

& Service address
172.16.0.1/24

ed by FortilPAM

[) FMG-Access

Service VLAN Ready

# Dashboard
& Network
Interfaces
DNS
Packet Capture
SD-WAN

Static Routes

O FT™M

Secondary IP address [ J
Administrative Access
IPva [ HTTPS PING
O ssH O sSNMP
() RADIUS Accounting [ Security Fabric

Connection @

€O DHCP Server

DHCP status

(P RSELIELE © Disabled

Address range

[172.160.10-172.160.254 — |

[+]

Netmask

QO 8 192.168.1.99/ng/interface

255.255.255.0

Default gateway Same as Interface IP 1 =13%

. FortiGate VM64-KVM

Name &

7 Edt| @Delte

[E 8e 802.3ad Aggregate ©

Policy Routes

RIP

OSPF ]

BGP

Routing Objects
Multicast

Policy & Obj

Security Profiles
VPN
User & Authentication

System

Security Fabric

Log & Report

FRATINET V7.00

8o fortilink

3o LACP

#e 802.3ad Aggregate

Type ¢

Integrate Interface Search

He 802.3ad Aggregate

[ port3
[ port4

Members =

.

IP/Netmask =

Dedicated to FortiSwitch

0.00.0/00.00

Q

Administrative Access =

PING

Cancel

Security Fabric Connection

PING

2 Service

[E M Physical Interface @

[ portl

[ WAN (port2)

28 VLAN

M Physical Interface

[ Physical Interface

192.168.1.99/255.255.255.0

203.99.88.100/255.255.255.0

172.16.0.1/255.255.255.0

PING
HTTPS
SSH

PING

0 Security Rating Issues
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6. Configure Static Route

Go to Network>Static Routes>Create

FW-01
Dashboard
Network
Interfaces

DNS

Packet Capture

SD-WAN

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects
Multicast

Policy & Objects
Security Profiles
VPN

User & Authentication
System

Security Fabric

Log & Report

Destination =

& 192.168.1.99/ng/routing/static

<~ C o 8 192.168.1.99/ng/routing/static/edit

FW-01 =

Dashboard New Static Route

Network

Destination €
Interfaces
DNS

Gateway Address
Packet Capture

Interface
SD-WAN Administrative Distance @
Static Routes Comments
Policy Routes Status
RIP
OSPF Advanced Options

BGP

Routing Objects

Multicast

Policy & Objects
Security Profiles

VPN

User & Authentication
System

Security Fabric

Log & Report

FURTINET

Internet Service

=+ Create New & Edit mClone W Delete Search

Gateway IP =

0.0.0.0/0.0.0.0

[ 203.99.88.2 |
[ WAN (port2) -
10 <
Write a comment... 4 0/255

(+JECIEER © Disabled

Interfa

No resu

Cancel



Static Route Ready

& 192.168.1.99/ng/routing/static @
‘ +L’reateNsw| & Edit mClo W Delet Search Q
Destination < Gateway IP = Interface = Status %
= Pva @
0.0.0.0/0 203.99.88.2 = WAN (port2) & Enabled

Firewall Policy For “LAN-To-WAN”

< C O 8 192.168.1.99/ng/firewall/policy/policy/standard

@ Dashboard # Edit W Delete Q, Policy Lookup | | Search

 Network
B Policy & Objects

Service Action

Schedule

Destination

Source

Name
B Implicit €

Implicit Deny

Firewall Policy

@ ALL @ DENY

always

= all

IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options
Traffic Shaping
Security Profiles

VPN

User & Authentication
System

Security Fabric

Log & Report

F . RTINET 0 Security Rating Issues



&« C O & 192.168.1.99/ng/firewall/policy/policy/standard/edit

Dashboard New Policy .
Network

Policy & Objects Name €@ LAN-To-WAN
Firewall Policy Incoming Interface JE Service /7
IPv4 DoS Policy Outgoing Interface [® WAN (port2) =
Addresses Source 2 Service address ’L__ /
+
Internet Service
Database Destination Ban x . /
+
Services
Schedule [® always -
Schedules .
Service @ ALL x
Virtual IPs +
IP Pools Action U gy-\elel=2yl @ DENY

Protocol Options
Tl SEsns Inspection Mode (H[WESEEELEN Proxy-based

Security Profiles

VPN

Firewall / Network Options

NAT
User & Authentication
Use Outgoing Interface Address

IP Pool Configuration Use Dynamic IP Pool

System
Preserve Source Port (B
Security Fabric
v Protocol Options default v &
Log & Report
Security Profiles
P ~

rommneT o I

<« C O & 192.168.1.99/ng/firewall/policy/policy/standard?showinList={"q_origin_key":1} o

=+ CreateNew | & Edit W Delete Policy Lookup | | Search Q

Name Source Destination Schedule Service Action NAT Security Profiles

Network

Policy & Objects
[E 28 Service

| LAN-To-WAN & Service address 3 all

Firewall Policy

m ALL + ACCEPT Enabled

IPv4 D olicy
Add [ Implicit €

Implicit Deny @ always @ ALL @ DENY

Traffic Shaping

curity Profiles

O Security Rating Issues



7. Create “Virtual IP”

mClone T

<~ C O & 192.168.1.99/ng/firewall/virtual-ip
FW-01
Network
Name %

Policy & Objects

Firewall Policy

IPv4 DoS Policy

Addresses

Internet Service
Database

laVitel=
Schedules
Virtual IPs
IP Pools
Protocol Options
Traffic Shaping
Security Profiles
VPN
User & Authentication
System
Security Fabric

Log & Report

F:=RTINET

Delete Search

Details &

Interfaces ¢

No results

Binding with [external public ip and port] to [internal private ip and port]

<« e Q & 192.168.1.99/ng/firewall/virtual-ip/edit

# 0/255

O any

Dashboard New Virtual IP
Net

VIP type 1Pv4
Policy & Objects

Name Public-Web
Firewall Po

Comments | Write a comment
IPv4 DoS Policy

VA e Y Color @ Change

Addre
Internet Service Network
”7 Interface € O
Services

Type

External IP address/range €

Mapped IP address/range

Static NAT Qge]

203.99.88.100
172.16.0.10

DN///

B Optional Filters

Port Forwarding

Protocol

External service port €

UDP  SCTP

ICMP

Map to port

Cancel



Create Port Forwarding Firewall Policy For “Public

O & 192.168.1.99/ng/firewall/policy/policy/standard/edit

New Policy
& Policy & Objects Name €& PF-Web
Firewall Policy Incoming Interface | | % WAN (port2) h 7
Qutgoing Interface | | 2§ Service ]
Source Dall x
+
Destination @& Public-Web x
Schedule @ slways -
Service @ ALL ICMP »
@ HTTP »*
@ HTTPS x
+

Action | ¥ ACCEPT ECEsang _\
Inspection Mode [AENR el Proxy-based

Firewall / Network Options

NAT L &)

1P Pool Configuration Use Dynamic IP Pool
Preserve Source Port (I

Protocol Options default - &

Security Profiles
AntiVirus

Web Filter
DNSFilter
Application Control
IPS

File Filter

'R

S5LInspection =8 no-inspection M

Logging Options

Log Allowed Traffic © | security Events
Generate Logs when Session Starts (¢

Capture Packets »

E A 0/1023

Comments | Write

Emnblo thic nolio: 80

cancel

Policy Ready For “WAN-To-LAN” DNAT

QO 8 192.168.1.99/ng/firew

0% ¥ @ @ 8 =

H > @- 2~
# Edit elet Q Policy Lookup | | $ Q Interface Pair View
Name From T Source Destination  Schedule Service Action NAT Security Profiles Log Bytes
Policy & Objects
. o PF-Web ® WAN [port2) 28 Service 2 all @& PublicWeb (@ always @ ALLICMP + ACCEPT ® Enabled [EEM no-inspection @ All 0B
Firewall Policy
@ HITP
@ HTTPS
LAN-ToWAN 3§ Service [ WAN (port2) @ Serviceaddress 3 all Balways @ ALL « ACCEPT @ Enabled [EZM noinspection @ Al 08

ImplicitDeny O any O any all all always ALL @ DENY © Enabled 0B




8. LACP configuration on cisco switch
Port-Channel Configuration

Switch(config)#hostname CS

CS(config)#int range eth 0/0-1
CS(config-if-range)#desc /// AGG-TO-FGT ///
CS(config-if-range)#channel-group 10 mode active
exit

Trunk Configuration on “Agg Interface”

CS(config)#int port-channel 10
CS(config-if)#description /// AGG-TO-FGT ///
CS(config-if)#switchport trunk encapsulation dotlq
CS(config-if)#switchport mode trunk
CS(config-if)#exit

Create Vian [Service vian 10 ]

CS(config)#vlan 10
CS(config-vlan)#name SERVICE
CS(config-vlan)#exit

CS(config)#

Create Access Vian 10

CS(config)#int eth 0/2

CS(config-if)#no sh

CS(config-if)#desc /// TO WEB-SERVER ///
CS(config-if)#switchport mode access
CS(config-if)#switchport access vlan 10
CS(config-if)#switchport nonegotiate
CS(config-if)#exit

CS(config)#

Check Etherchannel Status

CS#sh etherchannel summary
Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
+ + +




10 Pol0 LACP  Et0/ Et0/1

Check Trunk Status

CS#show int trunk

Port Mode Encapsulation Status Native vlan
Pol0 on 802.1q trunking 1

Port Vlans allowed on trunk
Pol0 10

Port Vlans allowed and active in management domain
Pol0 10

Port Vlans in spanning tree forwarding state and not pruned
Pol10 10

Service Testing

Ping Test From

Public-Web — O X




Check Logging From

Y
)

e

O 8 192.168.1.99

@ Dashboard > & & © AddFilter - [ Details
S Security Fabric >
+ Date/Time Y Source Device Destination Application Name Result Policy ID
Network >
 Systam , |202405118 08:28:09 172.160.10 @ aa:bb:cc:00:30:00 = 8585 (dns.google) v 500B/384B LAN-To-WAN (1)
B Polloy & Oblects , | 202400518.08:27:53 172.16.0.10 @ aablicc:00:30:00 = 868 (dns.google] v 5008/3848 LAN-To-WAN (1)
& Security Profies , |2024/05/18 08:27:33 172.160.10 @ aa:bb:cc:00:30:00 = 5888 (dns.google) v 200 kB/182kB LAN-To-WAN (1)
2024/05/18 08:25:46 172.160.10 @ aa:bhcc:00:30:00 % 8,888 (dnsgoogle] + 500B/480B LAN-To-WAN (1)
& VPN >
3 ienti 2024/05/18 08:25:06 203.99.88.1 i 203.99.88.100 « 527B/341B PF-Web (2)
& User & Authentication >
T ~ 2024/05/1808:25:03 203.99.88.1 . 203.99:88,100 v 574B/396B PF-Web (2)
Tl =i 2024/05/18 08:16:03 205.99.88.1 B 203.99.88.100 v 260B/4008 PF-Web (2)
Local Traffic 2024/05/18 08:16:03 203.99.88.1 & 203.99.88.100 v PF-Web (2)
Sniffer Traffic 2024/05/18 08:16:02 203.99.88.1 o 203.99.88.100 v 2608/400B PF-Web (2)
Events 2024/05/18 08:16:02 203.99.88.1 . 203.99:88.100 v PF-Web (2)
AntiVirus 2024/05/18 08:15:41 203.99.88.1 . 203.99.88.100 v 260B/320B PF-Web (2)
Web Filter 2024/05/18 08:15:41 203.99.88.1 . 203.99.88.100 v PF-Weh (2)
55l 2024/05/18 08:15:41 203.99.88.1 B 203.99:88.100 v 260B/320B PF-Web (2)
DNS Query 2024/05/18 08:15:41 205.99.88.1 B 203.99.88.100 v PF-Web (2)
FileFilter 2024/05/18 08:15:41 203.99.88.1 . 203.99.88.100 v 260B/3208 PF-Web (2)
oot Con 2024/05/18 08:15:41 203.99.88.1 . 203.99.88,100 v PF-Web (2)
U Sl 2024/05/18 08:15:34 203.99.88.1 B 203.99.88.100 v 2608/3208 PF-Web (2)
Anomaly 2024/05/18 08:15:34 203.9988.1 i 203.99.88.100 v PF-Web (2)
Log Settings . . ; . i
2024/05/18 08:15:23 203.99.88.1 . 203.99.88.100 v 156B/2408 PF-Web (2)
Threat Weight A
2024/05/18 08:15:23 203.99.88.1 o 203.99:88,100 v PF-Web (2)
2024/05/18 08:15:22 203.99.88.1 - 203.99.88.100 ~ 156B/240B PF-Web (2) 0% 22

Check Public Web Server Access From
Check Lan IP

F] C\Windows\system32\cmd.e: X + -~
Connection-specific DNS Suffix
Ethernet adapter VMware Network Adapter VMnetl:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::157b:a3bd:cOUb:b902%25
IPv4 Address. . . . . . . . . . . :192.168.1.1

Subnet Mask . . . . . . . . . . . : 255,255.255.0

Default Gateway -

Ethernet adapter VMware Network Adapter VMnet8:
Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : fe80::ac20:cf35:bby
IPvd Address. . . . . . . . . . . : 203.99.83.1
Subnet Mask . . . . . . . . . . . : 255,255.255.0
Default Gateway -

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Ethernet adapter Ethernet 6:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:




Browse to Public IP ( WAN IP)

« > X
-] Import bookmaris... @ Getting Started &P Roundcube Webmail E IPSEC VPN and NAT-T .. i 105 Routerto Passal.. = Training Institute: Sche... Zeus Cloud - Cloud Se... . Site-to-Site VPN betw... X The Complete Cisco N... »
@ 203.90.68.100

This site is asking you to sign in.

Usemame

Successfully Access to [Private Web-Server| From [Public]

« = < < &lzos.gs.ss.mol

Cisco Systems

Accessing Cisco Unix "WEB"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML. access to the command line interface at level 0,1.2.3.4.5.6,7.8.9,10,11.12.13

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO at www.cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).
2. tac(@cisco.com - e-mail the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML interface development group.

Aung Zin Phyo
Sr.Network Engineer

+95-9897842856






